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13. Open 27 January 2023 Audit, governance and

standards committee

Report title: Report on the operational use of the

Regulation of Investigatory Powers Act 2000

Ward(s) or groups | All

affected:

From: Director of Law and Governance
RECOMMENDATION
1. That the committee note the information relating to the use of RIPA in

2022.

BACKGROUND INFORMATION

2.

The Regulation of Investigatory Powers Act 2000 (RIPA) puts a
regulatory framework around a range of investigatory powers used by
local authorities. This is done to ensure the powers are used lawfully
and in a way that is compatible with the European Convention on
Human Rights. It also requires, in particular, those authorising the use
of covert techniques to give proper consideration to whether their use
iS necessary and proportionate.

RIPA legislates for the use by local authorities of covert methods of
surveillance and information gathering to assist in the detection and
prevention of crime in relation to an authority’s functions.

The audit governance and standards committee and its predecessor
committee has agreed to consider annual reports on the use of RIPA
since 2010

KEY ISSUES FOR CONSIDERATION

5.

The council’s use of these powers is subject to regular inspection and
audit by the Investigatory Powers Commissioner’s Office in respect of
covert surveillance authorisations under RIPA. During these
inspections, authorisations and procedures are closely scrutinised and
Authorising Officers are interviewed by the inspectors.

The council was last inspected by HH Brian Barker, Assistant
Surveillance Commissioner, on 3 October 2016. The council was due
to be inspected again in March 2020 but this did not take place due to
the COVID public emergency. A virtual inspection took place in 2021
by an inspector who examined the council’s use of RIPA powers in
relation to directed surveillance and using covert human intelligence




10.

11.

sources (CHIS). The information provided demonstrated at the time a
level of compliance that removed for the time being the requirement
for a physical inspection.

Local authority authorisations and notices under RIPA (Regulation of
Investigatory Powers Act 2000) will only be given effect once an order
has been granted by a Justice of the Peace. Authorisations are for 3
months and can only be extended with further judicial approval.
Within the 3 month period they are subject to regular reviews (usually
monthly) to ensure they are still required.

Additionally, local authority use of directed surveillance under RIPA
has been limited to the investigation of crimes which attract a six
month or more custodial sentence, with the exception of offences
relating to the underage sale of alcohol and tobacco.

Appendix A shows the usage for the period 1 January 2022 to 31
December 2022. Appendix B shows the usage for the period 1
January 2016 to 31 December 2021 for comparison purposes.

Officers involved in the authorisation process are provided with
relevant training very two years. This was last organised in 2021 and
will be taking place again later this year.

The council’s RIPA policy and procedures were last fully reviewed in
August 2019 with some updates to details of officers made in the last
year.

Community impact statement

12.

The use of these powers under RIPA enhances the effective operation
of statutory investigatory functions within a legal framework that
ensures appropriate safeguards are met. These functions are directed
at providing safeguards to the community at large but are often
required to enable those who are vulnerable to be protected from
criminal anti-social activity who may also have one or a number of
protected characteristics as set out in the Equality Act 2010.

Health impact statement

13.

There are no specific identified health impacts resulting from the
contents of this report.

Climate change implications

14.

There are no specific climate change implications anticipated as a
result of the issues discussed in this report.

Legal implications



15. The legal context is set out in the body of the report.

Financial implications

16. The use of RIPA powers is ancillary to investigations carried out in
services and in the context of their own budgeted resources. No
additional resources are identified as needed from this report.

Consultation

17. No consultation has been carried out in compiling this report.
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APPENDIX A

Reference | date purpose length of
authorisation investigation
agreed by JP

EN91 27.10.2022 Surveillance | Cancelled

concerning | 19.1.2023
sale of
illegal skin
lightener




APPENDIX B

EN75 13.01.2016 | surveillance | Terminated
concerning | 12.02.2016
sale of
unsafe food

EN76 13.01.2016 | surveillance | Terminated
concerning | 12.02.2016
sale of
unsafe food

EN77 13.01.2016 | surveillance | Terminated
concerning | 12.02.2016
sale of
unsafe food

EN78 13.01.2016 | surveillance | Terminated
concerning | 12.02.2016
sale of
unsafe food

EN79 29.11.2016 | sale of Terminated
counterfeit 23.01.2017
tobacco

ENS8O 29.11.2016 | Sale of Terminated
counterfeit 24.02.2017
tobacco

EN81 24.03.2017 | Surveillance | Terminated
concerning | 08.05.2017
the supply
of illegal
lightening
cosmetic
products

EN82 13.07.2017 | surveillance | Terminated
concerning | 12.10.2017
prolific fly
tipping

EN83 24.03.2017 | surveillance | Terminated
concerning | 08.05.2017
sale of
illegal skin
lightener

EN84 17.09.2018 | surveillance | Terminated
of suspect 03.10.2018
suspected
of selling
illicit

tobacco




EN85 15.08.2018 | Surveillance | Terminated
of suspect 21.08.2018
suspected
of selling
illicit
tobacco

EN86 It was

decided to
withdraw
this
application
due to
operational
reasons
before
authorisation

EN87 15.10.2018 | Surveillance | Terminated
of suspect |13.12.2018
suspected
of selling

illicit
tobacco

EN88 05.09.2019 | Surveillance | Terminated
of suspect |11.12.2019
suspected
of selling

illicit
tobacco

EN89 17.01.2020 | Surveillance | Terminated
of suspect 17.3.2020
suspected
of selling

illicit
tobacco

EN9O 13.10.2021 | Surveillance | Terminated
of suspect 10.01.2022
suspected
of selling

illicit
tobacco




